20 npaBuJ1 0€30MACHOT0 MOJIb30BAHUS NHTEPHETOM
CornacHo craructuke, Oonee 124 MIIH pocCHsiH, TO €CTh OKOJO 85% HaceNeHUs CTpPaHbI, MOJIB3YIOTCS WHTCPHETOM.
MHorue HacTOJIBKO TPHBBIKIN OOIIATHCS, PabOTaTh, YUUTHCS, CMOTPETh BHJICO M CIYIIATh MY3bIKY OHJIAMH, YTO HE
MIPENICTABISIIOT CBOEH IMOBCEIHEBHOW KM3HU 0e3 mHTepHeTa. OJHAaKO, HaXOsICh B CETH, BAXHO MOMHHUTH O TpaBUIIax
Oe3omacHocTH. MHaYe BBl PUCKYETE CTOJIKHYThHCS C MOIIICHHUKAMU WM JIMIITUTHCS BakHOU nH(popMaruu. [Ipennaraem 20
COBETOB, KOTOPBIC IIOMOTYT IIOBBICUTh YPOBCHb OHJIAHH-TPaMOTHOCTH.
1. YcTaHoBHTE aHTUBMPYCHBIE POTrPaMMBbI
Bupyc — 3T0 BpemoHOCHas mporpaMMa, KOTopas MPOHUKAET Ha BaIll KOMITBIOTEP, HOYTOYK MM cMapThOH Pa3IuIHBIMU
cnocobamu. OHa crOcCOOHA HE TOJBKO MMOMEIIaTh padoTe, HAlPUMep, CAeTaTh HEJIOCTYITHOW YacTh MOCTOSTHHOW ITaMSTH,
HO U MOXUTHUTh KOH(PHUICHIIMAIHLHY WHGOPMAIIWIO: JIOTHHBI, TIApOJId, OAaHKOBCKHE PEKBU3UTHI. [1JIs 3aIUTHI OT BUPYCOB
CYIIECTBYIOT aHTUBUPYCHI. BayKHO HE TIPOCTO MOIB30BATHCS MM, HO W IIEPHOANYECKA OOHOBIIATH UX 0a3bl JaHHBIX, BEIh
CO3/IaTeNi BPEIOHOCHBIX MPOTPAMM TO U JISJIO 3alTyCKAI0T B UHTEPHET CBOW HOBBIC pa3pabOTKH.
2. Ucnonb3yiiTe C10KHBIE TJOTHHBI M TAPOJIH
Jlorun B BuAe mMmeHH, Gammmu u mapoib tuna 1234 win QWERTY — #e myumas unes. Ecim KTo-TO BCepbe3 pemnT
MOXUTUTH Bally KOHQUICHIUATBHYIO WH(POPMAIUIO, OH PACKOJET TAKYIO «3alllUTy» B JiBa cueTa. XOpPOIIUHA JOTUH H
Mapojib — 3TO CIOXKHAs KOMOWHAIMS, B KOTOPOW WCIIOJIB3YIOTCS 3aryIaBHBIC U CTPOYHBIC OYKBBI, IIH(PHI U CHMBOJIBL
Jlyumie 3ameilicTBOBaTh CHENMaiIbHBIE MPOTPAMMBI, KOTOPHIE TEHEPHUPYIOT WX, 3allOMHHAIOT W HAaAEXKHO XpaHar. U
JKEJIATENBHO TOJIb30BATHCS PA3HBIMHU COYETAHUSMH JIOTHHOB U TIAPOJIEH MIJIsl pa3HBIX CAMTOB.
3. PaznornauBaiiTech Ha 4y’KMX yCTPOICTBAX
Bocnonb3oBanuck uyxuM kommbroTepoM? [locie 3TOro HeJOCTATOYHO MPOCTO 3aKPHITh CTPAHUILY, Ha KOTOPYIO BBI
3axonmid. He 3a0bIBaiiTe mpeaBapuTeIIbHO BBIXOIUTh U3 BCEX aKKAyHTOB, COIICETEH M MECCEHIKEPOB Ha yCTpoicTBe. B
MIPOTUBHOM CJIy4ae YEIOBEK, KOTOPBIA CSAJET 3a 3TOT KOMIIBIOTEP IOCJIE Bac, MOIYYUT BO3MOXXHOCTh BOWTH B Bally
YYETHYIO 3aIIiCh U CJIeTIaTh C HEH Bce, UTO eMy 3a01aropaccyIuTcsl.
4. IIpoBepsiiiTe 0€30MACHOCTH COETMHEHUI
Bcerna obparmmaiite BHUMaHHE Ha TO, YTO HAMMCAHO B aIpECHOM cTpoke. Eciii BBl BHIWTE, UTO aapec caiiTa HAYMHACTCS C
HTTPS — Bce B mopsijke, 3T0 0€30MacHOE COCTUHEHHUE W 3/IeCh MOYKHO BBOJWTH KOH(UICHIIMAIBHYK HH()OPMAIHIO.
Ecmm ke anpec Haunnaetcst ¢ HTTP — 210 3HaunT, 4To coequnenue He 3ammuieHo. Takxke ciaeBa or HTTPS momken ObITh
3Ha4YOK B BuAe 3amka. /[ Oonbinell yBepeHHOCTH B 0€30MACHOCTH COEMWHEHHS MOXHO KIWKHYTh Ha HEro Hu
MIPOCMOTPETHh HH(OPMAITUIO BO BCILIBIBAOIIEM OKHE.
5. ByabTe BHUMAaTe/IbHBI K coefuHeHusiM Wi-Fi
OOmie1oCTyITHBIE COCAMHEHHS €CTh, HApUMep, B Kade, TOProBeIX IEHTPax W aj’poroprax. He mcmonb3yiite ux, ecim
coOupaeTech BBOAWTH JIOTHHBI, TIAPOJIH, JTHOO COBEPIIAThH OILIATY YCIyT M TOBapoOB 4epe3 mHTepHeT. JInbo BooOIe He
MOJIL3YHTECh UMHU HU MPH KAKUX 00CTOATENHCTBAX M OTPAHUYBTECH OOBIYHBIM MOOMIIBHBIM HHTEPHETOM.
6. Opranu3yiiTe 6e30nMacHbIN pe:KuUM Jis1 pedeHKa
Ha mHOrMX KOMITBIOTEpax W MOOMIBHBIX YCTPOHCTBAX MpEeayCcMOTpeH Oe3omacHblil «JleTckuit peskumy». Takke MOKHO
HACTPOUTHh OTPAaHHYCHHS C TIOMOINBIO JOMAIIHETO0 poyTepa — OOBIYHO 3Ta (YHKIMS Ha3bIBaeTCsl «PoauTeNbckuid
KOHTposib». EIle OoIWH BapuaHT — HCIIOJB30BAaHUE CIICIUAIBHBIX JIETCKUX pacIIUpeHuil s OpaysepoB. JlroOoil u3
MIEPEYUCIICHHBIX BBIIIE BAPUAHTOB CBOJUT K MUHUMYMY BEpPOSITHOCTH TOTO, YTO PEOEHOK IOTAeT Ha OMAacHbBIN calT. U,
KOHEYHO, 3aBEJIUTE €My COOCTBEHHYIO YUCTHYIO 3aITUCh.
7. Co3naiiTe ABe MOYTHI — AJIsl pA0OTHI M JINYHYIO
DTO HE TOJIBKO YI00HO. ITO €IIe U IOMOTaeT OTCIICKUBATH MOIIIEHHUKOB. Ecii Ha pa®odyo MouTy MPUXOIUT ITHUCHMO, B
KOTOpPOM YTBEP)KJIAETCsI, YTO €ro aBTOP YYWJICS C BAMH B OJJHOM KJIacCe M BbI CaMH JJAJI €My 3TOT aJipec — cpas3y SICHO,
YTO JICI0 HEYHCTO.
8. He nmepenaBaiiTe koH(puaeHINATbHBIE CBeIeHUS
He mnepechutaiiTe maposid, JIOTHMHBI, MacrnopTHbie naHHble, [IMH-koapl ¥ mnpodyro Momao0HYH wuHOpMaLUo B
MECCEHJDKepax, yaTax WU 110 3JISKTpOHHOU nouTe. He nmemaiite 3Toro0, M1axe eci Ball cOOSCeTHUK YTBEPHKIAACT, UTO OH —
MPEJICTaBUTENb CIIy)KObI Oe3omacHocTH OaHka. Eciy ecTh COMHEHWs, Jydllleé TEePEe3BOHUTE B Ball OAHK WM HHYIO
OpTraHM3aINI0, COTPYIHUKOM KOTOPOW MPECTABIISETCS YEIOBEK, U YTOUHHTE HH(POPMAIIHIO.
9. He xpaHuTe cCKaHbI IOKYMEHTOB B IO4Te
Jlyumie BooOIie He mepecbulaTh CKaHbl B (PoTOrpaduu JOKYMEHTOB IO 3JICKTPOHHOW IOYTE, B YaTaX M MECCEHIDKEpaXx.
Ecnmn Takas HEOOXOMUMOCTH BCE K€ BO3HWKJIA, HANpUMeEp, MO padoTe WM €CIM HYKHO IMCTAHIIMOHHO HAINpPaBHUTh
3asiBIIEHUE, TTOCIIE YAATUTe MMCHhMO WIIM COOOIIeHe B MecceHpkepe. Ho mepen aTuMm ybennurech, 9To agpecar HOTyHHT
JIOKYMEHTBHI.
10. OrpanuunsTe HH(POPMAIUIO 0 cede B HHTEPHETE
Jlyumie He BBIKIIAABIBATH Ha BceoOImIee 0003peHHre cBOM HoMep TenedoHa, aapec 3JIEKTPOHHON MOYTHI U JIPYTYIO
KOHTaKTHYI0 UH(opManmto. Eciau 3T0 HyKHO c/ienaTh B CBS3H C JOJDKHOCTHBIMH OOS3aHHOCTSIMU HMIJTH TTOMCKOM PaOoTHI,
CO3/IaliTe aJIpec JICKTPOHHOW MOYTHI U HOMEpP Telie(hOHA, KOTOPhIe OYIYT MCIOIB30BAThCS TOJNBKO Ui 3Toro. MHoOTHe
COIIMANILHBIC CETH TIO3BOJISIIOT HACTPaWBaTh CHHCOK TEX, KTO MOXET MPOCMAaTpWBaTh Ball NMPO(WIb W OTHPABISTH
cooOmieHus. MOXHO, HampuMmep, clAelarh TakK, YTOOBI TMUCaTh BaM OBUIO pa3pelieHO TOJIBKO TeM, C KeM Y Bac



MOATBEPKIAeHA JpyX0a — M TPU ITOM, KOHEYHO, CTOUT YOEIUTHCS, YTO BBl MMEETE MPEACTABICHHE O KaXXKIOM CBOEM
OHJIANH-ApYyTeE.

11. He oTkpbIBajiTe MOAO3pPHUTEIbHBIC MHCHMA

[Ipexxae 9eM OTKPBITH MUCHMO, TPUIIEIIEEe Ha IEKTPOHHYIO MOUTY, MPOYUTANUTE 3ar0JIO0BOK M IMOCMOTPUTE, C KAKOTO
aapeca oHO ObuTO oTmpaBieHo. Eciim TemMa BaM HEWHTEpECHa, 3arojOBOK COCTAaBJICH C T'PyObIMH OIIMOKaMH, aapec
MpeacTaBIsieT COOOH XaoTHYHOE HAarpoMOKICHHE CHMBOJIOB MM HAallOMUHAeT Ha3BaHME Ballero OaHKa, HO C
MEPECTaBICHHBIMI OyKBaMH, Cpa3y OTIPAaBISHTe MUCHMO B KOp3WHYy. VM HHKOT/a HE OTKphIBaiiTe (aiibl .exe B
MTOJIO3PUTETHHBIX MHChMAaX.

12. He nmepexoauTe mo Mo03pUTEJIHHBIM CChLIKAM

Jlaxke eciy BCIUIBIBAIOIIAS CCBHUIKA OOEIIAeT YTO-TO OYEHb MHTEPECHOE M BBITOJHOE, JIydllle HE KIMKaTh Ha Hee. Ecim
CCBUIKY TIpPHCITIAN BaM 3HAKOMBIW, TIpUYeM 0e3 Kakux-TrH00 KOMMEHTapueB, CHayalla YyTOYHUTE, YTO OH UMENl B BUY.
Bo3moxHO, ero B31oMaiu, ¥ Tenepb MOIIEHHUKH UCTIONB3YIOT €ro MPOQUIT ISl PACCHIIKH BPEIOHOCHBIX IMPOTPAMM.

13. He oTnipaBaisiiiTe npeaBaputeabHbie SMS

Bam npemararor ckauaTh KpacUBYIO KapTHHKY WJIM MHTEPECHBIM PUHITOH B HHTepHeTe 32 SMS? IIpoBeprTe HOMEp, Ha
KOTOPBIH ITPOCSIT OTIIPABUTH COOOIICHNE, B TIOOOM IMOUCKOBHKE. BO3MOMXHO, TO MOIIEHHHYECTBO, U BaM MPUIILTIOT (aiii
C BUPYCOM WJIM MOTIPOCTY CIIUIIYT CO c4eTa TenedoHa CONUAHYIO CyMMY JICHET.

14. He ycTanaBanBaiiTe COMHHTeIbHbIE IIPUJIOKEHHUS

EcTp 1Ba 6€30MaCHBIX HCTOYHUKA TTPHITOKCHIH:

- oduIManbHBIC Mara3uHbl, co3aanubie Apple, Google, Microsoft u gpyruMu 1o 100HBIMHA KOMIIAHUSIMU;

- oUIMANTbHBIC CANTHI KOMITAHUH, pa3pad0TaBIINX MPUIOKECHHUSL.

YcTaHoBKa TPUIIOKEHUH W3 JPYTMX HWCTOYHUKOB, B TOM YHCIE PA3IMYHBIX JOMAHBIX W MHPATCKUX BEPCHH, MOMKET
3aKOHYHUTHCS TEM, YTO BaM MPUAETCA TIIATEIBHO YUCTHTh KOMIIBIOTEDP WIIH Tele(OH OT BUPYCOB.

15. BynbTe akKypaTHBI B MHTepPHeTe ¢ He3HAKOMIIAMH

BupryanpHast kpacaBuia (MM KpacaBell) NpeiaraloT OOMEHSThCS WHTHUMHBIMU (oTorpadusmu? He Ttopomnwmrech
cornamarbes. Bel prckyere Tem, 4TO Ballli CHUMKH B )KaHpe HIO CTAHYT JOCTYIHBI B MHTEPHETE BCeM JkemaromuM. Ecmu
BaM IIpeJjiaraloT JIMYHYIO BCTpedy, TOKE MOJyMalTe HECKOJbKO pa3. PomaHTHYeckoe CBHIaHHE BIIOJIHE MOKET
00EpHYTHCSI OOBIYHBIM OTPaOJICHUEM.

16. U co 3HakoMbIMH OyIbTe aKKYpaTHee

Jliomm m oOmeHne OBIBAIOT pa3HBIMU: CETOAHS BBl Jy4IlMe Ipy3bs, a 3aBTpa 3jeimue Bparu. M coBmecTHBIE
¢dororpaduu, BUACO, HUTATHl U3 MEPEIUCOK MOTYT OBITh MCIIOJIL30BaHbI MPOTHB Bac. [103ToMy mpexkae 4eM OTHpaBHThH
YTO-TO JIMYHOE Ja’K€ XOPOIIO 3HAKOMOMY HYEJIOBEKY, MOJAyMalTe, HEe MPEBPATUTCA JU B TIOCIEIYIOIIEM TOT KOHTEHT B
KOMITpOMaT.

17. baokupyiiTe No103pUTENbHBIX M0JIb30BaTeJIei

Ecnu y Bac mosiBUIIMCH IOAO3PEHUS, YTO TOT, KTO MUIIET BaM B HHTEPHETE — MOLICHHUK, CMEJIO OJIOKUPYHTE ero. ITo He
3aiiMeT MHOTO BpEMEHH, HO TIOMOXKET cOepedb HEpBBHI M JCHEKHBIE CpeACcTBAa. MHOTHE W3 MOIIEHHHKOB 3HAIOT, Kak
BBI3BATh )KAJIOCTh, OOMaHyTh, 3aIyTaTh M 3arOBOPUTH 4elloBeKa. [[0aTOMy ¢ TakuMH JIOABMH JydYllle Jake HE BECTH
Oece U CMEJIO OTIPABISATH B YEPHBIH CIUCOK. Takxke y Hac ecTb yaoOHas yciyra «be3omacHbI pesKuM», MOAKIIOUNB
KOTOPYIO, HEKeNaTebHbIe COOOIIEHHS, ClIaM W MHTEPHET-NIOMUCKN OyayT OJOKHPOBATHCS aBTOMATHYECKH — oOpaTuTe
BHHUMAaHHUeE.

18. ByabTe 0cTOPOKHBI ¢ feCIIATHBIMY HPeAJI0KeHUIMU

Bunute ciioBa «OecriaTHOY, «3apaboTok 0e3 BIIOKEHUI, «CKUAKH 99%)» Wiu 4To-HUOY/b elie B 3ToM poxae? Ooxoanute
Takue caiiTel CTOpOHOW. Bce oHM mpeyiaraioT 30J0ThIe TOPHI, HO HA JeJie BBl JIN0O MoTepsieTe ACHbIH, JH00 3ariaTHTe
COJIMIHYIO CYMMY 3 JIEIIEBYI0 KHTalCKYIO MOJIEIKY.

19. Co3naiiTe oTACIBHYIO KAPTY IJIs IUIaTeKeil B HHTEPHeTe

HeoOs3aTensHO BBOAWTH JaHHBIC Balled OCHOBHOW OAaHKOBCKOW KapThl B WHTEPHET-MarasWHax. 3aperucTpupyinTe
OTIETHHYI0, C KOTOPOU BBI Oy/IeTe OIIaYMBaTh BCE OHJIAWH-TIOKYTIKH, U HE XpaHUTE Ha Hel Oompime cymmbl. Ecim ee
PEKBH3UTHI KaK-TO TOMAAyT K MOIICHHUKAM, Balllk (JMHAHCOBEIC MMOTEPU HE OYIYT CIUIIKOM CEPhE3HBIMHU.

20. ITocTapaiiTech HUYEro He MOKYNATH B COUMAJIBHBIX CETAX

Ceifuac HEMAJIO TOBApPOB M yCIyT mpemiaraercs depe3 «BKonrakre». Eciau Bac 3anHTepecoBaid cepbr pydYHOH padbOThI
WIN TOPT, YOCAUTECH, UTO YEJIOBEK, KOTOPBII UX MpoJaeT, peasieH. MOXKeT, y Hero yke JeNalH 3aKa3 Ballld 3HaKOMBIC.
[lo kpaiiHeii Mepe, eciid BBl COBEpIIAeTe MOKYIIKY BIIEPBBIC, HE MIEPEBOANTE MPEIOIIaTy HA KapTy (HU3MYECKOro JIHILA.
CkaxxnTe, 9TO OTAAJANTE JCHBIM TOJIBKO MPH JIMYHON BCTpeUe W Korjaa yBuaute ToBap. Clenyite STUM peKOMEHIAlUsIM,
YTOOBI COXPaHUTh KOH(DUICHIIUATBHOCTD, ICHBTY 1 HEPBHI.




